
 
 
 

Board of Directors 

Administration and Finance Committee 

Meeting Agenda2 
 

Monday, August 08, 2022 | 10:00 a.m. 
 

HYBRID 
1030 St. Andrews Drive, El Dorado Hills, CA 95762 – Parks & Planning Building 

 
 
 

Noelle Mattock, Vice President 
Sean Hansen, Director 

 
 
 

Mission Statement 
 

“Enhance the quality of life for the El Dorado Hills Community through innovative, responsible leadership, and by providing superior 
services and facilities.” 

 

 

Call to Order 

 Roll Call 

 Adoption of Agenda3 
 
Committee Member Comments & Future Agenda Items 
 
Public Comment4 

 

General Business 
1. Perform the Annual Review of the Statement of Investments Policy (3350) (T. Gotro) 
2. Review the New Proposed License Plate Reader Policy (3700) (T. Gotro) 
 
Adjournment 
  

 
Attend Meeting Online1: 

https://us02web.zoom.us/j/86753078249 
 

Meeting ID: 
867 5307 8249 

 
Call-in Option: 

1 (669) 900-6833 
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PUBLIC MEETING CONDUCT 
 
Board Meeting Conduct is outlined in District Policy 5030, which can be found on our website: 
EDHCSD Board Policies. 
 
 

Virtual Public Participation in District Committee Meetings is currently offered and stated on 
page one (1) of this Agenda. Please note you will not be able to join the meeting until the 
posted start time. 
 
If you choose not to observe the Board of Directors Committee meeting but wish to make a 
comment on a specific agenda item, please submit your comment via email to the Clerk of 
the Board. You will receive receipt of your comment(s), which are forwarded to the Committee 
Members of the Board, and notation will be placed into the minutes of the meeting. The Clerk 
of the Board is here to assist you, please call (916) 614-3212 if you need any assistance with 
directions to access the meeting. 
 
 

PROTOCOLS FOR PUBLIC COMMENT 
 
Time for public comment will be provided at every meeting and will only be received at 
designated periods as called by the Committee Chair or otherwise outlined on this agenda.  
 

Individuals will have three (3) minutes to address the Committee Members with an overall 
time allotment of 20 minutes per topic. 
 

Except with the consent of the Committee Chair, individuals shall be allowed to speak to an 
item only once. 
 

Individuals participating on-site will be provided the opportunity to address the Committee 
Members first, and then any virtual participants will be called upon. 
 

Individual Committee members may ask clarifying questions but will not engage in 
substantive dialogue with persons providing input to the Committee. 
 
 

AGENDA FOOT NOTES 
 
1. Virtual Participation: All participants are entered into the meeting with disabled 

video/audio and will remain this way through the duration of the meeting to allow for 
viewing/listening purposes only, unless providing Public Comment (see foot note 4). 
Please note: You will find recordings of Regular and Special meetings on the District’s 
website within 72 hours of the meetings closure. 
 

2. Public Records Available: Any writing that is a public record and is distributed to all or 
a majority of the Board of Directors is available for immediate public inspection by 
contacting the District Office. Public records distributed during the meeting shall be made 
available to review at the meeting. For purposes of the Brown Act §54954.2(a), the 
numbered items on this Agenda give a brief description of each item of business to be 
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transacted or discussed. Recommendations of the staff, as shown, do not prevent the 
Board from taking other action. 
 

3. Adoption of Agenda: This agenda may be amended up to 72 hours (5:30 p.m. Monday) 
prior to the meeting being held. An AGENDA in FINAL FORM is located in the kiosk in 
front of the District Office. Additionally, a copy of the FINAL AGENDA is available on the 
District's website at www.edhcsd.org. 
 

4. Public Comments: At this time, members of the public may address the Board 
Committee Members regarding any items within the subject matter jurisdiction of the 
Board, provided that NO action may be taken on items not on the agenda unless 
authorized by law. Board Directors will not engage in debate on items during this time. 
Individuals will have three (3) minutes to address the Board with an overall time allotment 
of 20 minutes per topic. Individuals participating on-site will be provided the opportunity 
to address the Board of Directors first, then any virtual participants will be called upon. 
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 EL DORADO HILLS  
 COMMUNITY SERVICES DISTRICT 
 
 
To: Administration and Finance Committee 
 
From: Teri Gotro, Director of Administration and Finance 
 
Meeting Date: August 08, 2022 
 
Report Date: July 29, 2022 
 
Subject: Annual Review of the Statement of Investments Policy (3350) 

 
 

Recommended Action: 
 

Review the current Investment Policy and provide feedback for any changes the Committee deems 
necessary.   
 
 
Background: 
 

Pursuant to Government Code Section 53646, the Statement of Investments Policy has to be 
reviewed and submitted annually to the District’s Board of Directors. The District’s Investment 
Policy was last reviewed and updated August 2020.   
 
 
Discussion: 
 

It is imperative that staff review the Statement of Investments Policy annually to ensure that the 
District is within regulation and keep the policy current so investment opportunities can be realized.  
In 2020, the Board approved an updated Policy with minor changes. Management has reviewed 
the current policy and has no recommended changes for 2022.  

 
The current policy allows the District to explore investment opportunities while still maintaining the 
Districts objectives of Safety, Liquidity, and Yield.  
 
  
Master Plan Strategic Recommendations: 
 

F.6 Practice fiscal responsibility in all acquisitions, in particular at the early stages of the sale 
and expenditures. 
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Fiscal Impact: 
 

No Impact. 
 
 
Attachment: 
 

A. Statement of Investment Policy 
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POLICY TITLE: STATEMENT OF INVESTMENT POLICY 

POLICY NUMBER: 3350 
 
3350.10 Introduction 

This statement will identify various policies and procedures that will foster a prudent 
and systematic investment program and which will organize and formalize investment 
related activities. The related activities, which comprise good cash management, 
include: 
A. Accurate cash projections 
B. Timely collection of revenues 
C. Control of disbursements 
D. Cost-effective banking relations 

 
3350.20 Scope 

This policy will cover all funds and investment activities under the direction of the El 
Dorado Hills CSD or its investment managers. 

 
3350.30 Objectives 

In order of priority, the District will meet the prudent investor standard through the 
following three objectives: 
A. Safety: The primary objective of this policy is to protect, preserve and maintain 

cash and investments of the District. 
B. Liquidity: An adequate percentage of the portfolio will be maintained in liquid 

short-term securities, which can be converted to cash as necessary to meet 
disbursement requirements. The liquidity percentage will be determined from 
time to time from projected cash flow reports. Investments will be made in 
securities with active secondary or resale markets. Securities with low market 
risk will be emphasized. 

C. Yield: Within the constraints of safety and liquidity, the highest and best yield 
will be sought. 

D. Market Average Rate of Return: The portfolio will be designed to attain a market 
average rate of return, taking into account the District’s risk constraints, the cash 
flow characteristics of the portfolio and state law. 

E. Diversification: The portfolio will be diversified to avoid incurring unreasonable 
and avoidable risks regarding specific security types of individual financial 
institutions. No more than 10% or the FDIC limit, whichever is less, of the 
portfolio may be invested in any one institution. U.S. government, agency 
securities and collateralized bank deposits are exempt from this limitation. 
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F. Prudence: This investment policy is based on the "prudent investment standard" 
which states: "When investing, reinvesting, purchasing, acquiring, exchanging, 
selling, or managing public funds, a trustee shall act with care, skill, prudence, 
and diligence under the circumstances then prevailing, including, but not limited 
to, the general economic conditions and the anticipated needs of the agency, 
that a prudent person acting in a like capacity and familiarity with those matters 
would use in the conduct of funds of a like character and with like aims, to 
safeguard the principal and maintain the liquidity needs of the agency.” 
(Government Code Section 53600.3) 

G. Public Trust: All participants in the investment process shall act as custodians of 
the public trust. Investment officials shall recognize that the investment portfolio 
is subject to public review and evaluation. The overall program shall be designed 
and managed with a degree of professionalism that is worthy of the public trust. 
In a diversified portfolio it must be recognized that occasional measured losses 
are inevitable and must be considered within the context of the overall 
investment return. 

 
Amended October 8, 2009 

 
3350.40 Authority to Invest Money 

Sections 53601, 53601.1 61240 and 16429.1 of the Government Code provide legal 
authorization for investments of funds of local agencies. All investments of the District 
shall conform to the restrictions of those laws. Under the authority of Section 61240, 
the General Manager is designated Treasurer to the Board. 

 
3350.50 Reporting 

A. Quarterly 
1. The Treasurer shall submit a quarterly investment report to the Board of 

Directors, and the District’s Auditor. This report will include all items 
required by Government Code Section 53646. These items are: 
a. Type of investment 
b. Institution (issuer) 
c. Date of maturity 
d. Amount of deposit or cost of the security 
e. Current market value of securities with maturities over one year 
f. Rate of interest 
g. Statement relating the report to the Statement of Investment 

Policy 
h. Statement that there are sufficient funds to meet the next six 

months’ obligations 
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i. Accrued interest as prescribed by Government Code Section 
53646. 

2. The quarterly report may also include non-mandatory items such as: 
a. Interest earned to date 
b. Average weighted yield 
c. Average days to maturity 
d. Actual transactions 
e. Percentage distribution of investment types 
f. Other measurements and comparisons. 

B. Annually 
The Treasurer shall prepare a report detailing the performance of the portfolio 
as of June 30. 

 
3350.60 Investment Instruments and Maturities 

A. Permitted Investments 
Investments shall be made in accordance with California Government Code 
section 53601 et. seq. through section 53635 et. seq. Authorized investments 
shall also include, in accordance with California Government Code section 
16429.1, investments into LAIF. As the California Government Code is amended, 
this policy shall also become amended. 
 
Subject to the additional requirements imposed by Government Code Section 
53601, the District may purchase securities subject to the following limits: 

 

PERMITTED 
INVESTMENTS/DEPOSIT 

MAXIMUM 
PORTFOLIO 
CONCENTRATION 

MINIMUM 
QUALITY 

MAXIMUM 
MATURITY 

U.S. Treasury Bills, Bonds and Notes Unlimited  5 years* 

U.S. Government and Agency 
Securities 

Unlimited  5 years* 

Registered Treasury Notes & Bonds 
issued by any of the other 49 states 
in addition to California 

Unlimited  5 years* 

Time Certificates of Deposit 25%  5 years* 

Negotiable Certificates of Deposit 30%  5 years* 

LAIF $40,000,000  5 years 

Medium Term Notes 30% A 5 years* 

Money Market and Mutual Funds 20%** AAA 5 years 
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*Maximum term unless expressly authorized by the Board of Directors and within the prescribed time 
frame for the approval. (Government Code Section 53601). 
**Money Market Funds and Mutual Funds are subject to a combined limit of 20% of portfolio. 

 
Investments shall be purchased according to the minimum credit standards 
listed. In the event of a downgrade in credit after the date of purchase, the 
Treasurer shall advise the Board of Directors at the next regular meeting and will 
use his/her best professional judgment concerning the retention of the security 
in the portfolio. 

 
B. Excluded Investments 

The following investments or investment practices are not permitted under this 
Statement of Investment Policy: 
1. Purchase of sale of securities on margin 
2. Reverse Repurchase Agreements 
3. Financial futures and financial options 
4. Guaranteed Small Business Administration (SBA) Notes 
5. Government National Mortgage Associate (GNMA) Notes 

 
3350.61 Definitions of Terms for Permitted Investments 

Treasury Bills, Notes & Bonds: 

 Treasury Bills are short-term instruments with maturities of no more than one 
year. They fill investment needs similar to money market funds and savings 
accounts.  

 Treasury Bonds cover terms of longer than 10 years, and are currently being 
issued in maturities of 30 years. Interest is also paid semi-annually. 

 Treasury Notes are intermediate- to long-term investments, typically issued in 
maturities of two, three, five, seven and 10 years.  

 
U.S. Government & Agency Securities: 

"Agencies" is a term used to describe two types of bonds: (1) bonds issued or 
guaranteed by U.S. federal government agencies; and (2) bonds issued by 
government-sponsored enterprises (GSEs)—corporations created by Congress to 
foster a public purpose, such as affordable housing. Bonds issued or guaranteed by 
federal agencies such as the Government National Mortgage Association (Ginnie 
Mae) are backed by the "full faith and credit of the U.S. government," just like 
Treasuries. 

 
Treasury Notes Registered Treasure Notes & Bonds (issued by any of the other 49 states 
in addition to California): 
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A bond whose issuer records ownership and interest payments. This includes bonds 
payable solely out of the revenues from a revenue-producing property owned, 
controlled, or operated by a state or by a department, board, agency, or authority 
of any of the other 49 states, in addition to California. 

 
Time Certificates of Deposit: 

A savings account or certificate of deposit (CD) held for a fixed-term, with the 
understanding that the depositor can make a withdrawal only by giving notice. A 
time deposit is an interest-bearing bank deposit that has a specified date of maturity. 
Although funds can be withdrawn from CDs without notice (on demand), there are 
penalties for early withdrawal. 

 
Negotiable Certificates of Deposit (CD’s): 

A certificate of deposit with a minimum face value of $100,000. These are 
guaranteed by the bank and can usually be sold in a highly liquid secondary market, 
but they cannot be cashed-in before maturity. 

 
The Local Agency Investment Fund (LAIF): 

The Local Agency Investment Fund (LAIF), is a voluntary program created by statute; 
began in 1977 as an investment alternative for California's local governments and 
special districts. The enabling legislation for the LAIF is Section 16429.1 et seq. of the 
California Government Code. This program offers local agencies the opportunity to 
participate in a major portfolio, which invests hundreds of millions of dollars, using 
the investment expertise of the State Treasurer's Office investment staff at no 
additional cost to the taxpayer. 

 
Medium Term Notes: 

A note that usually matures in five to 10 years. Notes range in maturity from one to 
10 years. By knowing that a note is medium term, investors have an idea of what its 
maturity will be when they compare its price to that of other fixed-income securities. 
All else being equal, the coupon rate on medium-term notes will be higher than 
those achieved on short-term notes. A corporate note continuously offered by a 
company to investors through a dealer.  

 
Money Market: 

An interest-bearing account that typically pays a higher interest rate than a savings 
account, and which provides the account holder with limited check-writing ability. A 
money market account thus offers the account holder benefits typical of both 
savings and checking accounts.  
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Mutual Funds: 
An investment vehicle that is made up of a pool of funds collected from many 
investors for the purpose of investing in securities such as stocks, bonds, money 
market instruments and similar assets. Mutual funds are operated by money 
managers, who invest the fund's capital and attempt to produce capital gains and 
income for the fund's investors. A mutual fund's portfolio is structured and 
maintained to match the investment objectives stated in its prospectus.  

 
3350.70 Internal Controls 

The system of internal control has been established and maintained in written form. The 
controls are designed to prevent losses of public funds arising from fraud, error, 
misrepresentation of third parties, unanticipated changes in financial markets, or 
imprudent actions by employees and officers of the District. The most important 
controls are: control of collusion, separation of duties, separation of transaction 
authority from accounting and bookkeeping, custodial safekeeping, delegation of 
authority, limitations regarding securities losses and remedial action, written 
confirmation of telephone transactions, minimizing the number of authorized 
investment officials, documentation of transactions and strategies, and annual review 
of controls by the Treasurer. 

 
3350.80 Banks and Security Dealers 

In selecting financial institutions for the deposit of investment of District funds, the 
Treasurer shall consider the credit worthiness of institutions. The Treasurer shall 
continue to monitor their credit characteristics and financial history throughout the 
period in which District funds are deposited or invested. A commercial rating or bank 
watch service may be used to accomplish this objective. 

 
3350.90 Investment Risks 

The District recognizes that investment risks can result from issuer defaults, market 
price changes of various technical complications leading to temporary illiquidity. 
Portfolio diversification is employed as a way to control risk. Investment managers are 
expected to display prudence in the selection of securities as a way to minimize default 
risk. No individual investment transaction shall be undertaken which jeopardizes the 
total capital position of the overall portfolio. As needed, the Treasurer shall periodically 
meet with the Administration & Finance Committee to establish guidelines and 
strategies to control credit risk, market risk and illiquidity. 

 
In addition to these general policy considerations, the following specific policies will be 
followed: 

A. All transactions will be executed on a delivery versus payment basis. 
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B. A competitive bid process, when practical, will be used to place all 
investments. 

 
3350.100 Safekeeping and Custody 

Securities purchased from broker/dealers will be held in a third party 
custodian/safekeeping account except the collateral for time deposits in banks and 
savings and loans. An approved Agent of Depository holds collateral for time deposits of 
thrifts. Collateral for time deposits in banks will be held in the District's name in the 
bank's Trust Department. 

 
3350.110 Statement of Investment Policy 

Pursuant to Government Code Section 53646, the Statement of Investment Policy will 
be reviewed and submitted annually to the El Dorado Hills CSD’s Board of Directors. 

 
 
 
Approved: December 09, 2004 
Updated: April 10, 2008; April 14, 2016; November 10, 2019; August 13, 2020 
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 EL DORADO HILLS  
 COMMUNITY SERVICES DISTRICT 
 
 
To: Administration and Finance Committee 
 
From: Teri Gotro, Director of Administration & Finance 
 
Meeting Date: August 08, 2022 
 
Report Date: August 03, 2022 
 
Subject: New Proposed License Plate Reader Policy (3700) 

 
 

Recommended Action: 
 

1. Review the new proposed License Plate Reader Policy and provide feedback. 
2. Recommend the policy be taken to the full Board to approve with any requested edits. 
 
 
Background: 
 

Over the past two years, the District has built a video surveillance system in Community Park that 
displays video coverage of the parking lot areas. The last part of this project is adding software 
that collects license plate data for cars entering and exiting Community Park from both the St. 
Andrews and Harvard locations. This information will be used to enhance security of the District 
without compromising the privacy and civil rights of vehicle owners entering Community Park. 
 
 
Discussion: 
 

One of the steps necessary for the District to install an automated license plate reader is to have 
a License Plate Reader Policy. This is to ensure that the information collected is for legitimate 
purposes only and that privacy, civil rights, and civil liberties of individuals are not violated. 
 
The policy will assist the District and its personnel in: 

 Increasing public safety and patron security; 

 Minimize the threat and risk of damage to real or personal property; 

 Minimize the potential risks to individual privacy, civil rights, civil liberties and other legally 
protected interest; and 

 Increase trust by maximizing transparency. 
 
The provisions of this policy are provided to support authorized uses of the information gathered 
through the License Plate Reader program. 
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Authorized uses include: 

 Create a safer environment for community members 
o Prevent unauthorized use of District facilities. 
o Detect, investigate, and prevent activities that may violate District policies or otherwise 

be illegal such as theft and vandalism of District or visitor property. 
o Identify vehicles associated with potential witnesses and/or victims of crime. 

 Measure community engagement with activities, services, and resources offered by the 
District. 

 Respond to inquiries of law enforcement agencies. 
 

The intent of this policy is to support the District’s Mission Statement in providing “superior 
services” to the El Dorado Hills community. If the Committee supports staff request to move this 
item to the full Board for adoption, then a public hearing will be provided to the Community to allow 
them to address any concerns or suggestion relating to the policy. 
 
Staff recommends adding this to policy series 3000 (Operations) with the formal policy number of 
3700. 
 
 
Master Plan Recommendations: 
 

A.1 Reinvest in existing parks and park assets regularly to maintain their value and keep them 
responsive to community needs and recreation trends. 

 
 
Fiscal Impact: 
 

All costs are included in the current fiscal year budget. 
 
 
Attachments:   
 

A. Proposed License Plate Reader Policy (3700) - DRAFT 
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POLICY TITLE: AUTOMATED LICENSE PLATE READER (ALPR) USAGE AND 
PRIVACY POLICY 

POLICY NUMBER: 3700 

3700.10 Purpose and Scope 
It is the purpose of this policy to provide El Dorado Hills Community Services District 
(EDHCSD) personnel with guidelines and principles for the collection, access, use, 
dissemination, retention, and purging of LPR information to ensure that the information 
is used for legitimate purposes only and that privacy, civil rights, and civil liberties of 
individuals are not violated. The Fair Information Practice Principles (FIPPs) form the 
core of the privacy framework for this policy. 

This policy assists the EDHCSD and its personnel in: 

 Increasing public safety and patron security.

 Minimizing the threat and risk of damage to real or personal property.

 Minimizing the potential risks to individual privacy, civil rights, civil liberties and
other legally protected interests.

 Increasing trust by maximizing transparency.

The provisions of this policy are provided to support authorized uses of LPR information. 
Authorized uses may include the following: 

 Create a safer environment for community members
o Prevent unauthorized use of EDHCSD facilities.
o Detect, investigate and prevent activities that may violate EDHCSD

policies or otherwise be illegal such as theft and vandalism of EDHCSD or
visitor property.

o Identify vehicles associated with potential witnesses and/or victims of
crime.

 Measure community engagement with activities, services, and resources offered
by the EDHCSD.

 To respond to inquiries of law enforcement agencies.

3700.20 Policy Applicability and Legal Compliance 
This policy applies to LPR information collected or received, accessed, used, 
disseminated, retained, and purged by the EDHCSD. It is not intended to apply and does 
not apply to any other types of information accessed, retained, or used by the EDHCSD. 
All EDHCSD personnel, private contractors, and other authorized users will comply with 
the EDHCSD’s LPR policy.  

DRAFT
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The EDHCSD will provide a printed or electronic copy of this LPR policy to all EDHCSD 
and non-EDHCSD personnel who have access to the system. The EDHCSD will require 
both a written acknowledgement of receipt of this policy and a written agreement to 
comply with this policy and the applicable provisions it contains. 
 
All EDHCSD personnel, private contractors, and other authorized users will comply with 
applicable laws and policies concerning privacy, civil rights, and civil liberties, including, 
but not limited to California Civil Code Section 1798.90.51 et seq. As part of this process, 
all individuals working with LPR information will complete the applicable training as 
directed by the EDHCSD. 

 
3700.30 Governance and Oversight 

The ALPR system and its data will be managed by the EDHCSD Administration and 
Finance Director or his/her designee. The EDHCSD Administration and Finance Director 
or his/her designee shall be responsible for the monitoring of the ALPR system, the 
security of the information, the compliance of the system with applicable privacy laws, 
and the correction of any data errors that become known. The EDHCSD Administration 
and Finance Director or his/her designee shall ensure that only authorized personnel 
with a legitimate need shall be granted access to ALPR data. Authorized personnel 
include: 

 The EDHCSD Administration and Finance Director or his/her designee - This 
person will access the system for administration and auditing purposes. 
Additionally, they may access the system to extract data for any of the 
authorized use cases.  

 IT Staff - Trained and authorized IT Staff will access the system for setup, 
maintenance, and service tasks. Additionally, they may access the system to 
extract data for any of the authorized use cases following the data access and 
distribution guidelines. 

 
Any reports regarding alleged errors and violations of the provisions of this LPR policy 
will be directed to EDHCSD’s Administration and Finance Director, who will make a 
reasonable effort to resolve reported errors, and will ensure that privacy, civil rights, 
and civil liberties protections are implemented through efforts such as training, business 
process changes, and system designs that incorporate privacy-enhancing technologies. 
The Administration and Finance Director may be contacted at the following address: 
1021 Harvard Way, El Dorado Hills, Ca 95762. 
 
The EDHCSD’s Administration and Finance Director will ensure that enforcement 
procedures and sanctions outlined in Section 3700.110, Enforcement are adequate and 
enforced. 

 

DRAFT
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3700.40 Definitions 
Automatic License Plate Reader (ALPR) - ALPR systems comprise high-speed cameras 
mounted at a fixed location or on a mobile vehicle that function to: 

 Automatically capture an image of a vehicle’s license plate.  

 Transform that image into alphanumeric characters using optical character 
recognition or similar software. 

 Store that data in a database along with potentially the vehicle make and model, 
color, date, time, and direction of travel. 

 The system can also be used to compare the plate number acquired to one or 
more alert lists (see Alert List). 

 Alert EDHCSD personnel when vehicle of interest has been observed.  
 
The automated capture, use, and comparison of vehicle license plates typically occur 
within seconds. A standard LPR record contains, at a minimum, an OCR interpretation 
of the captured image, a photo of the license plate and a contextual photo of an area 
surrounding the plate that could range from a few inches to a larger area around the 
entire vehicle; the location of where the image was captured; the date and time of the 
recording; and the specific camera/unit that captured the image. Retained LPR 
information does not include specific identification of individuals. The following are 
other names used for this technology: 

 Automated license plate recognition (ALPR) 

 Automatic license plate recognition (ALPR) 

 Automatic number plate recognition (ANPR) 

 Automatic vehicle identification (AVI) 

 Car plate recognition (CPR) 

 License plate recognition (LPR) 

 Mobile license plate reader (MLPR) 

 Vehicle license plate recognition (VLPR) 
 

Alert List - A file that contains the license plate numbers of vehicles of interest; may 
include AMBER alerts. LPR alert lists may be used to support any of the authorized uses 
of the LPR system. The alert list enables the LPR system to notify EDHCSD staff when 
specific vehicles on the list have entered or left EDHCSD property. 

 
LPR - Refer to Automatic License Plate Reader (ALPR). 
 
LPR Information - The images and the metadata associated with them are the primary 
forms of information collected by an LPR system. Information files typically contain the 
following information: 

 Plate image 

DRAFT
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 Contextual color image 

 Electronically readable format of plate 

 Alphanumeric characters of license plate numbers 

 Location  

 Time and date of image capture 

 Camera identification 
 

LPR System - A set of equipment used to capture license plate images and associated 
data. The equipment may include the following: 

 One or more LPR cameras 

 Processor for converting the images to text 

 Optical Character Recognition (OCR) or AI engine optimized for reading license 
plates 

 GPS receiver 

 Brackets or mounting hardware 

 Connection cables 
 

Personal Information - Information that can be used, either alone or in combination 
with other information, to identify individual subjects. See also Personally Identifiable 
Information (PII). 
 
Personally Identifiable Information (PII) - One or more pieces of information that, when 
considered alone, in the context of how the information is presented or gathered, or 
when combined with other information, are sufficient to specify a unique individual. The 
pieces of information can be, but are not limited to: 

 Personal characteristics (such as height, weight, gender, sexual orientation, date 
of birth, age, hair color, eye color, race, ethnicity, scars, tattoos, gang affiliation, 
religious affiliation, place of birth, mother’s maiden name, distinguishing 
features, and biometrics information, such as fingerprints, DNA, and retinal 
scans). 

 A unique set of numbers or characters assigned to a specific individual (including 
name, address, phone number, social security number, e-mail address, social 
media user name, driver’s license number, financial account or credit card 
number and associated PIN number. 

 Descriptions of event(s) or points in time (for example, information in documents 
such as police reports, arrest reports, and medical records). 

 Descriptions of location(s) or place(s)  
 
 
 

DRAFT
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3700.50 Acquiring and Receiving LPR Information 
The EDHCSD will directly collect and retain LPR information using only the EDHCSD LPR 
system. The EDHCSD will not indirectly acquire LPR information from other agencies. 
EDHCSD LPR cameras may be mobile or stationary. They are typically installed at 
entrances and exits to EDHCSD facilities. A standard LPR record contains, at a minimum, 
an optical character recognition (OCR) interpretation of the captured image, a photo of 
the license plate and a contextual photo of an area surrounding the plate that could 
range from a few inches to a larger area around the entire vehicle, the location of where 
the image was captured, the date and time of the recording, and the specific 
camera/unit that captured the image. 
 
EDHCSD LPR information contains images of license plates that are available to public 
view and that identify specific vehicles. Retained LPR information does not include 
specific identification of individuals. Separate video surveillance images of the same 
location will not be associated with LPR data unless a specific image is required to 
investigate or document an event in accordance with the authorized purposes described 
in this policy. License plate numbers, date/time, and location collected through an LPR 
system may not be, when taken alone, sufficient to identify the individual associated 
with the vehicle. The EDHCSD may be able to link the LPR information to an individual 
through additional use and combination with other information, however. Thus, even 
though the LPR information the EDHCSD accesses may be the result of an LPR system’s 
automated collection of license plate numbers, it is the investigation process that may 
identify individuals. 

 
3700.60 Use of LPR Information 

Access to or disclosure of LPR information will be provided only to individuals within the 
EDHCSD or law enforcement when the request is in harmony with the approved uses of 
the system or for system administration and maintenance by approved personnel. 
 
The EDHCSD will prohibit access, use, or dissemination of LPR information for: 

 Any purpose that violates the Constitution or laws of the United States, including 
the protections of the Fourth Amendment. 

 Personal purposes. 

 Discriminatory purposes. 

 Harassing and/or intimidating any individual or group. 

 Any other access, use, disclosure, or retention that would violate applicable laws, 
regulations, or policies. 

 
The EDHCSD Administration and Finance Director or his/her designee shall develop and 
monitor the process for providing access to or sharing data collected by the ALPR system 
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with EDHCSD personnel or law enforcement agencies. The process shall, at a minimum, 
include: 

 A written request for the ALPR data outlining the department or agency 
requesting information, the name of the person making the requesting, and the 
intended purpose of obtaining the information. 

 The request will be reviewed by the EDHCSD Administration and Finance 
Director or his/her designee. 

 The approved request will be retained on file. 
 
3700.70 Sharing and Dissemination of LPR Information 

The EDHCSD does not share, sell, publish, exchanged, or disclose any of its LPR 
information to commercial or private entities or individuals. Specific EDHCSD LPR 
information may be shared with law enforcement agencies upon written request for 
such data.  
 

3700.80 Information Quality Assurance 
The data generated by the EDHCSD LPR system is generally not monitored for quality. 
Any data from the system that will be used to take specific action, will be verified before 
its use. Errors in any collected data will be corrected when they are reported.  

 
3700.90 Security and Maintenance 

The EDHCSD will operate in a secure facility protected from external intrusion and will 
utilize secure internal and external safeguards against network intrusions. Access to 
EDHCSD LPR information from outside the facility will be allowed only over secure 
networks. All LPR equipment, software, and components will be properly maintained in 
accordance with the manufacturer’s recommendations and/or any published industry 
standards. The EDHCSD will store LPR information in a manner that ensures that it 
cannot be added to, modified, accessed, or purged except by personnel authorized to 
take such actions. Access to EDHCSD LPR information will be granted only to personnel 
whose positions and job duties require such access and who have successfully 
completed training. Usernames and passwords to LPR information are not transferrable, 
must not be shared by EDHCSD personnel, and must be kept confidential. The system 
administrator will ensure that all manufacturer generated default passwords are 
replaced with secure passwords before web-based interfaces of the system become 
operational. 
 
Queries made to the EDHCSD’s LPR system will be logged into the system identifying the 
user initiating the request. All user access and queries are subject to review and audit. 
The EDHCSD will maintain an audit trail of accessed, requested, or disseminated 
EDHCSD-held LPR information. An audit trail will be kept for a minimum of one year.  
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The EDHCSD will follow the information breach notification guidance set forth in 
California Civil Code Section 1798.29. 

 
3700.100 Information Retention and Purging 

All LPR information contained within the EDHCSD’s LPR system will be stored for a period 
not to exceed 60 days. After 60 days, the information will be automatically purged (i.e., 
permanently removed from the system). This retention policy applies only to the LPR 
information contained in the EDHCSD’s LPR system itself. If the LPR record has become 
or there is reason to believe that it will become evidence, it will be downloaded by 
EDHCSD personnel and its retention will be governed by the EDHCSD’s records retention 
policy. 

 
3700.110 Accountability and Enforcement 

The EDHCSD will be open with the public in regard to LPR information collection, receipt, 
access, use, dissemination, retention, and purging practices. The EDHCSD’s LPR policy 
will be made available in printed copy upon request and posted prominently on the 
EDHCSD’s Web site at www.edhcsd.org/alpr. 
 
The EDHCSD’s Administration and Finance Director will be responsible for receiving and 
responding to inquiries and complaints about incorrect information or privacy, civil 
rights, and civil liberties protections in the LPR information system maintained or 
accessed by the EDHCSD. The Administration and Finance Director may be contacted at 
1021 Harvard Way, El Dorado Hills, Ca 95762. 
 
The EDHCSD Administration and Finance Director or his/her designee will confirm, 
through random audits, that ALPR information is being accessed and managed in 
accordance with this policy. 
 
The EDHCSD’s personnel or other authorized users shall report errors and suspected or 
confirmed violations of the EDHCSD’s LPR policy to the Administration and Finance 
Director. The Administration and Finance Director will review and update the provisions 
contained in this LPR policy annually and will make appropriate changes in response to 
changes in applicable law, technology, and/or the purpose and use of the LPR system; 
the audit review; and public expectations. 
 
If EDHCSD personnel or an authorized user is found to be in noncompliance with the 
provisions of this policy regarding the collection, receipt, access, use, dissemination, 
retention, and purging, the Administration and Finance Director of the EDHCSD will: 

 Suspend or discontinue access to information by the EDHCSD personnel or the 
authorized user; 

 Apply appropriate disciplinary or administrative actions or sanctions; 
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 If the authorized user is from an agency external to the EDHCSD, request that
the user’s employer initiate disciplinary proceedings to enforce the policy’s
provisions.

The EDHCSD reserves the right to establish the qualifications and number of personnel 
having access to EDHCSD LPR information and to suspend or withhold service and deny 
access to any personnel violating this LPR policy. 

3700.120 Training 
Before access to EDHCSD LPR information is authorized, the EDHCSD will require the 
following individuals to participate in training regarding implementation of and 
adherence to this LPR policy: 

 All authorized EDHCSD personnel.

 All authorized personnel providing information technology services to the
EDHCSD.

The EDHCSD’s LPR policy training program will cover: 

 Purposes of the LPR policy.

 Substance and intent of the provisions of this LPR policy, and any revisions
thereto, relating to collection, receipt, access, use, dissemination, retention, and
purging of the EDHCSD’s LPR information and the privacy, civil rights, and civil
liberties protections on the use of the technology and the information collected
or received.

 Appropriate procedures relating to license plate image quality and mitigating the
risks associated with a possible misread by the LPR system.

 Mechanisms for reporting violations of EDHCSD LPR policy provisions.

 The nature and possible penalties for LPR policy violations, including possible
dismissal and criminal liability.

 IT security best practices as it relates to the LPR system

Adopted: xxxxxxxx DRAFT
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